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File

Local Group Policy Editor

Action View Help

e rnE 2 HE T

Shutdown Options

Smart Card

Software Protection Platform
Sound Recorder

Speech

Store

Sync your settings
Tablet PC

Task Scheduler
Tenant Restrictions
Text Input
Windows Calendar

Windows Color System
Windows Customer Experien
Windows Defender SmartScn
Windows Error Reporting
Windows Game Recording at
Windows Hello for Business
Windows Ink Workspace
Windows Installer

Windows Logon Options
Windows Media Digital Right
Windows Media Player
Windows Messenger
Windows Mobility Center
Windows PowerShell
Windows Reliability Analysis
Windows Remote Managem:
Windows Remote Shell
Windows Security

Windows Update

] Work Folders

4 All Settings
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0
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v % User Configuration

<

Setting
(=] Allow updates to be downloaded automatically over metere...
1iz] Always automatically restart at the scheduled time

\iz] Specify deadline before auto-restart for update installation

\iz] Configure auto-restart reminder notifications for updates

(2] Turn off auto-restart notifications for update installations

\iz] Specify intranet Microsoft update service location

Automatic Updates detection frequency
1iz] Do not allow update deferral policies to cause scans against ...
1iz] Remove access to "Pause updates” feature

Remove access to use all Windows Update features

1iz] Do not connect to any Windows Update Internet locations

(iz] Allow non-administrators to receive update notifications

\iz] Specify Engaged restart transition and notification schedule ...
2] Do not include drivers with Windows Updates

(2] Turn on Software Notifications

1iz] Allow Automatic Updates immediate installation

(2] Turn on recommended updates via Automatic Updates

1] No auto-restart with logged on users for scheduled automat...

Re-prompt for restart with scheduled installations

\iz] Delay Restart for scheduled installations

1] Reschedule Automatic Updates scheduled installations

\iz] Configure auto-restart warning notifications schedule for u...
Update Power Policy for Cart Restarts

Enable client-side targeting

1iz] Allow signed updates from an intranet Microsoft update ser...

|iz] Specify source service for specific classes of Windows Updat...

\iz] Display options for update notifications

State
Not configured
Not configured
Not configured
Not configured
Not configured

Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured

Comment

No
No
No

Extended }\ Standard /

35 setting(s)
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A Configure Automatic Updates

O X
E] Configure Automatic Updates revious cetbng Next Setting
O Not Configured Comment:
(O Enabled
Supported on: [ \yindows XP Professional Service Pack 1 or At least Windows 2000 Service Pack 3
Option 7 only supported on servers of at least Windows Server 2016 edition
Options: Help:
Configure automatic updating: Specifies whether this computer will rec'eive security updates and other important downloads A
through the Windows automatic updating service.
Note: This policy does not apply to Windows RT.
The following settings are only required and applicable if 4 is selected.
2 : 7 This setting lets you specify whether automatic updates are enabled on this computer. If the
Install during automatic maintenance

service is enabled, you must select one of the four options in the Group Policy Setting:

Scheduled install day: 2 = Notify before downloading and installing any updates.
Scheduled install time: When Windows finds updates that apply to this computer, users will be notified that updates

If you have selected "4 — Auto download and schedule the install” for your are ready to be downloaded. After going to Windows Update, users can download and install any
scheduled install day and specified a schedule, you also have the option to available updates.
limitupdating fo:aweekly; bi-weekly ormonthly.occurrence;using the options 3 = (Default setting) Download the updates automatically and notify when they are ready to
below: be installed
Every week . 3 .
Windows finds updates that apply to the computer and downloads them in the background
First week of the month (the user is not notified or interrupted during this process). When the downloads are complete,
users will be notified that they are ready to install. After going to Windows Update, users can
Second week of the month install them.

Third week of the month 4 = Automatically download updates and install them on the schedule specified below.

Fourth week of the month When "Automatic” is selected as the scheduled install time, Windows will automatically
check, download, and install updates. The device will reboot as per Windows default settings
unless configured by group policy. (Applies to Windows 10, version 1809 and higher)

+ < f Aicros +
install ypdates foratherMicrosaft products Specify the schedule using the options in the Group Policy Setting. For version 1709 and
above, there is an additional choice of limiting updating to a weekly, bi-weekly, or monthly
occurrence. If no schedule is specified, the default schedule for all installations will be every day
< 3 | |2t 3:00 AM. If any updates require a restart to complete the installation, Windows will restart the
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o/, Local Group Policy Editor b xS IS oYU ais (g9, 9 05 g |, gpedit.msc .2

Dgl 6}“-\5‘

Computer Configuration > Administrative Templates > 5, 55 e 4.3

Windows Components > Windows Update

QS SUUS Lgo cenly cons ;o « Configure Automatic Updates»  _iw b3 g4, 4

B Local Group Policy Editor = O X
File Action View Help
e an@E 2 HEET
| Shutdown Options Setting State Comment (o)
| Smart Card — - .
B ok n o iz| Allow updates to be downloaded automatically over metere... Not configured No
= SO da: ro:’e(tlon G Always automatically restart at the scheduled time Not configured No
= S°::ch ecorder Specify deadline before auto-restart for update installation Not configured No
a Sfore Configure auto-restart reminder notifications for updates Not configured No
4 Syne yourseiings iz| Turn off auto-restart notifications for update installations Not configured No
jTabIetPC onfig o-restart required potification for und igure
| Task Scheduler
| Tenant Restrictions
] Text Input Specify intranet Microsoft update service location Not configured No
] Windows Calendar Automatic Updates detection frequency Not configured No
| Windows Color System Do not allow update deferral policies to cause scans against... Not configured No
Y 9 9
| Windows Customer Experien Remove access to "Pause updates” feature Not configured No
| Windows Defender SmartScn Remove access to use all Windows Update features Not configured No
1 Windows Error Reporting |i] Do not connect to any Windows Update Internet locations Not configured No
4 Windows Game Recording ar iz| Allow non-administrators to receive update notifications Not configured No
;_‘ Windows Hello for Business Specify Engaged restart transition and notification schedule ... Not configured No
— W!ndows Ink Workspace 2] Do not include drivers with Windows Updates Not configured No
-‘ W!ndows Installer . iz Turn on Software Notifications Not configured No
f‘ a!n:ows ,L\:g:n gpflor;_ i Allow Automatic Updates immediate installation Not configured No
‘ !n LS !a fgralRight Turn on recommended updates via Automatic Updates Not configured No
| Windows Media Player 5 A
9 Windows Messenger No auto-restart with logged on users for scheduled automat... Not configured No
= Windows Mobility Center 12| Re-prompt for restart with scheduled installations Not configured No
: Windows PowerShell Delay Restart for scheduled installations Not configured No
~= Windows Reliability Analysis Reschedule Automatic Updates scheduled installations Not configured No
: Windows Remote Managem: Configure auto-restart warning notifications schedule foru...  Not configured No
“ Windows Remote Shell Update Power Policy for Cart Restarts Not configured No
1 Wi i Enable client-side targetin Not configured No
|| Windows Security geting g
, | Windows Update Allow signed updates from an intranet Microsoft update ser... Not configured No
p 9 P P 9
| Work Folders Specify source service for specific classes of Windows Updat... Not configured No
2] P 3 p 9
5 All Settings \iz] Display options for update notifications Not configured No

v % User Configuration
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3 Configure Automatic Updates = 3

5] Configure Automatic Updates st Next Setting

O Not Configured ~ Comment:

O Disabled
Supported on: [ \indows XP Professional Service Pack 1 or At least Windows 2000 Service Pack 3
Option 7 only supported on servers of at least Windows Server 2016 edition
Options: Help:
Configure automatic updating: Specifies whether this compute_r will rec_eive sec_urity updates and other important downloads )
through the Windows automatic updating service.
2 - Notify for download and auto install .1

Note: This policy does not apply to Windows RT.
The following settings are only required and applicable if 4 is selected.
This setting lets you specify whether automatic updates are enabled on this computer. If the

[ Install during automatic maintenance service is enabled, you must select one of the four options in the Group Policy Setting:

Scheduled install day: |0 - Every day % 2 = Notify before downloading and installing any updates.

Scheduledinstall time:  [BEIN) ¥ When Windows finds updates that apply to this computer, users will be notified that updates
are ready to be downloaded. After going to Windows Update, users can download and install any

If you have selected "4 — Auto download and schedule the install” for your :
available updates.

scheduled install day and specified a schedule, you also have the option to
limit updating to a weekly, bi-weekly or monthly occurrence, using the options

bel 3 = (Default setting) Download the updates automatically and notify when they are ready to
elow:

be installed
Every week X i .
Windows finds updates that apply to the computer and downloads them in the background
L__‘ First week of the month (the user is not notified or interrupted during this process). When the downloads are complete,
users will be notified that they are ready to install. After going to Windows Update, users can
[[] Second week of the month install them.
[[] Third week of the month 4 = Automatically download updates and install them on the schedule specified below.
[[] Fourth week of the month

When "Automatic” is selected as the scheduled install time, Windows will automatically
check, download, and install updates. The device will reboot as per Windows default settings
unless configured by group policy. (Applies to Windows 10, version 1809 and higher)
Clinstallupdates forotherMicrosaft products Specify the schedule using the options in the Group Policy Setting. For version 1709 and
above, there is an additional choice of limiting updating to a weekly, bi-weekly, or monthly
occurrence. If no schedule is specified, the default schedule for all installations will be every day
< 3 | |3t 3:00 AM. If any updates require a restart to complete the installation, Windows will restart the
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D¢ g3l ol Registry Editor b owss’ IS YU asiss (g9, 9 95 w1, regedit .2

192 325 s 4.3
HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows

‘) Key 4.&:‘; 9 oo; uL?p..:l ‘) New S5y} ccd; C«w‘) A_ia.ls (4...»54) Windows A:JS S9) 4

i, Registry Editor — O X
File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows
0DBC A || Name Type Data
OEM a5) (Default) REG_SZ (value not set)
OpenSSH
Partner
v Policies
v Microsoft
Cryptography
PeerDist
Peernet
SystemCertificates
: M
by o
: W'"A“:;": Collapse |
BITS New > I Key
Curre Eiod String Value
DataC 2
Enhat Delete Binary Value
IPSec Rename DWORD (32-bit) Value
Netw Eiport QWORD (64-bit) Value
Netw Permissi Multi-String Value
Netw ermissions... 7
Expandable String Value
safer Copy Key Name
SN 6o to HKEY_CURRENT_USER
Systei
TenantRestrictions
> WemSve
v WindowsUpdate
L] AU
Workplaceloin
> WSDAPI
Windows Advanced Threat Protec
Windows Defender
Windows NT
Mozilla S
< o >
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% Registry Editor

File Edit View Favorites Help

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\WindowsUpdate

v

Peernet
SystemCertificates
M
Windows
Appx
BITS
CurrentVersion
DataCollection
EnhancedStorageDevices
IPSec
Network Connections
NetworkConnectivityStatusinc
NetworkProvider
safer
SettingSync
System
TenantRestrictions
WemSve
WindowsUpdate
AU Collapse
Workplaceloir New
WSDAPI Find...
Windows Advanc¢
Windows Defend
Windows NT

Delete

Rename

Mozilla
RegisteredApplications
> VMware, Inc.
> Windows
WOW6432Node

Export

A

Permissions...

Copy Key Name T

Name
ab) (Default)

Type
REG_SZ

Key

String Value

Binary Value

DWORD (32-bit) Value
QWORD (64-bit) Value
Multi-String Value
Expandable String Value

xampp
SYSTEM

HKEY_USERS

HKEY_CURRENT_CONFIG

Data

(value not set)

Sepo s 1) Enter g oy 3G AU | soas olds 6l 7

DWORD (32-bit) 435 5 oS olsesl [, NeW (sgie 5 oS sl , SIS AU oIS (69, 8

WSS okl |, Value



Registry Editor

File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\WindowsUpdate\AU

! Peernet A || Name Type Data
> SystemCertificates E'lf([) efault)
L TPM
v Windows
: Appx
; BITS
> CurrentVersion
| DataCollection

REG_SZ (value not set)
REG_DWORD 0x00000001 (1)

i EnhancedStorageDevices

> | IPSec New 2 Key
Network Connections String Value

£ NetworkConnectivityStatusinc <

> NetworkProvider Eirapiialis

N safer DWORD (32-bit) Value

| SettingSync QWORD (64-bit) Value

i | System Multi-String Value

> TenantRestrictions

> WemSve

WindowsUpdate

| AU

v Workplaceloin

> WSDAPI

Windows Advanced Threat Protec

> Windows Defender

> | Windows NT

> Mozilla

RegisteredApplications

> VMware, Inc.

> Windows

> || WOWB432Node

xampp

> SYSTEM

> HKEY_USERS

> HKEY_CURRENT_CONFIG

Expandable String Value

Seeo Led |y Enter 5 o, ,l3% NoAutoUpdate |, a0 oS o6 9
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ﬁ;;‘ +rv Editor = -
File Edit View Favorites Help

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\WindowsUpdate\AU

Peernet A || Name Type Data

SystemCertificates ab) (Default) REG SZ (
M [#8 NoAutoUpdate REG_DWORD 0x00000001 (1) I

v Windows

Appx

BITS
CurrentVersion
DataCollection

EnhancedStorageDevices
IPSec Edit DWORD (32-bit) Value X

Network Connections
NetworkConnectivityStatusinc Value name:
NetworkProvider | NoAutoUpdate |

safe.r Value data: Base
SettingSync (®) Hexadecimal

System ;
TenantRestrictions O Decimal

3 WemSve
v | WindowsUpdate Cancel
A AU
Workplaceloin
> WSDAPI
Windows Advanced Threat Protec
Windows Defender
Windows NT
Mozilla
RegisteredApplications
VMware, Inc.
Windows
WOW6432Node

; xampp
SYSTEM

HKEY_USERS

HKEY_CURRENT_CONFIG
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09 5l (& ey Sl b 0 SIS oYL 4 (g9, 5 0 g |, regedit 2

W9 g e 43

HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows

I, Key au 35 5 00,5 Sl I, NEW (g4 00,5 Cal, SIS (ais0) Windows oS 4, 4

Registry Editor

File Edit View Favorites Help

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows

v

v

Mozilla

ODBC A || Name Type
OEM a) (Default REG_SZ
OpenSSH
Partner
Policies
Microsoft
Cryptography
PeerDist
Peernet
SystemCertificates
Ll TPM
vic w.::;‘: Collapse |
Birs | New o ke
Curre ko String Value
DataC 2
Enhar Delete Binary Value
IPSec Rename DWORD (32-bit) Value
Netw Export QWORD (64-bit) Value
Netw Permiiss Multi-String Value
Netw ermissions... ;
Expandable String Value
safer Copy Key Name
SN G5 to HKEY_CURRENT_USER
Systei
TenantRestrictions
> WemSve
v WindowsUpdate
Pk AU
~ Workplaceloin
WSDAPI
Windows Advanced Threat Protec
Windows Defender
Windows NT

Data

(value not set)
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Registry Editor

File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\WindowsUpdate

! Peernet A || Name Type Data
> [ SystemCertificates 5] (Default) REG_SZ (value not set)
L TPM
v || Windows
| | Appx

BITS
CurrentVersion
DataCollection
EnhancedStorageDevices
IPSec
Network Connections
NetworkConnectivityStatusinc
> NetworkProvider

> safer

i | SettingSync

; System

> TenantRestrictions

> WemSve
v WindowsUpdat

AU Collapse |
Workplaceloin New > I Key
> WSDAPI Find... )
Windows Advance Siring Valde
> Windows Defende Delete Binary Value
> Windows NT Rename DWORD (32-bit) Value
> Mozill -bi
. 'ston :A et Eipott QWORD (64-bit) Value
? o o PACIONS e Multi-String Value
N VMware, Inc. Permissions...
< : Expandable String Value
> Windows C
4 opy Key Name
> | | WOW6432Node J
xampp
> SYSTEM

> HKEY_USERS
> HKEY_CURRENT_CONFIG

Seps s | Enter oy 3 AU | soas oS 6l 7

QWORD (64-bit) au35 5 osS bl |, NeW sgio ) S ol , SIS AU oIS (6, .8

WSS okl |, Value

Registry Editor - O X

File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\WindowsUpdate\AU
Peernet A
> SystemCertificates
M
v Windows
] Appx
BITS
> CurrentVersion
DataCollection
i EnhancedStorageDevices
> IPSec
Network Connections
NetworkConnectivityStatusinc
NetworkProvider New > Key
> safer —
SettingSync
System Binary Value
TenantRestrictions DWORD (32-bit) Value
WFmSvc I QWORD (64-bit) Value
¥ W Windowstpdats Multi-String Value

{ Wo?l:;lacdom Expandable String Value
> || WSDAPI

Windows Advanced Threat Protec
> Windows Defender
> Windows NT
> Mozilla

RegisteredApplications
> VMware, Inc.
> Windows
> || WOW6432Node

xampp

> | | SYSTEM
> || HKEY_USERS
> | HKEY_CURRENT_CONFIG

Type Data

REG_SZ (value not set)
REG_DWORD 0x00000002 (2)
REG_DWORD 0x00000000 (0)
cheduledinstallDay REG_DWORD 0x00000000 (0)
| ScheduledInstallTime REG_DWORD 0x00000003 (3)

String Value

12
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ﬁ Registry Editor

File Edit View Favorites Help

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\WindowsUpdate\AU

SYSTEM

Peernet

SystemCertificates

™M

Windows
Appx
BITS
CurrentVersion
DataCollection
EnhancedStorageDevices
IPSec
Network Connections
NetworkConnectivityStatusinc
NetworkProvider
safer
SettingSync
System
TenantRestrictions
WemSve
WindowsUpdate

g AU

Workplaceloin
WSDAPI

Windows Advanced Threat Protec

Windows Defender
Windows NT

Mozilla
RegisteredApplications
VMware, Inc.
Windows
WOW6432Node
xampp

HKEY_USERS

HKEY_CURRENT_CONFIG

A || Name Type Data
9_'?“ (Default) REG_SZ (value not set)
@AUOptions REG_DWORD 0x00000002 (2) |
8| NoAutoUpdate REG_DWORD 0x00000000 (0)

cheduledinstallDay REG_DWORD 0x00000000 (0)

#5|ScheduledinstallTime REG_DWORD 0x00000003 (3)

Edit DWORD (32-bit) Value X
Value name:
[AUOptions |
Value data: Base

(® Hexadecimal

O Decimal

Canl

adad a3 o 5 Sooy5 2 (s 45 g o Group Policy settings as ads Lo a3 4SS

L o3l O ygo 4 59y slo o]
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